Sysinternals Process Explorer
by Sid Paskowitz 5/2/2017
The information in this document is based on my understanding of Process Explorer and my use of it. Best if used by techies.
Please note the information and displays below are subject to update or change and were applicable when this document was
written. All the actions and displays were created using a 64-bit Windows 10 computer. Please send comments or suggestions
for improving this document to wvcomputerclub@gmail.com.
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The following instructions describe the process for installing and running Sysinternals Process Explorer on a personal computer
(PC). I have found Process Explorer to be a handy tool when, due to something | have done or when something happens
unexpectedly, | suspect something unwanted is happening on my computer. When that happens, | run Process Explorer from
my taskbar to determine if a virus is running on my computer.

Process Explorer is different from other anti-malware programs. Programs such as Malwarebytes and Windows Defender scan
the computer's storage drive(s) to determine if malicious code is embedded on a drive. Process Explorer takes a "snapshot" of
the code running on the computer and sends that "snapshot" to multiple reviewers to see if any reviewer finds any segment of
the running code to be malicious or questionable. That process is quick and efficient, but it only displays a problem when
malicious code is running when the "snapshot" is taken and will not show if malicious code is hiding elsewhere on the
computer. When malicious code is found, Process Explorer may provide help for correcting the problem. | run Process Explorer
from my taskbar because it is always accessible at the bottom of my computer screen.

Installation
The download site for Process Explorer is https://technet.microsoft.com/en-us/sysinternals/processexplorer.aspx as shown in
the following display. Left-click on the download link (see arrow below) to download the program.

Download

Process Explorer v16.2

By Mark Russinovich Download Process Explorer -
(1.8 ME)

Published: February 17, 2017

Download Process Explorer (1.8 MB) Run Process Explorer now from Live Sysinternals.com
7 Rate: <75 75 75 75 7 Runs on:
Share this content [-] .. Client: Windows Vista and higher (Including 1A464).

The downloaded file is a zipped file that can be opened (unzipped) by left-clicking (or double-left-clicking) on the file name
ProcessExplorer.zip in the Download folder as shown below:

ProcessExplorer.zip _ 47232071246 PM - Compressed (zipped) Folder B76 KB

When | unzipped the file, it created a Process Explorer folder in my Documents folder:

ProcessExplorer 4/23/201712:39 PM File folder

When | opened the Process Explorer folder | got the following display:

Marne Type Cormpressed size Password .. Size Ratic  Date modified

=] Eulatt Text Document 4KE Mo 8KB 539% 3/3/2016 8:44 PM

@ procexp.chm Compiled HTML Help file 84 KE Mo KB 1% 2722017 11:32 AM
[lII procexp.exe Application 1L178KEB Mo 2648 KB 56% 27272017 11:45 AM ]
[55] procexpfd.exe Application B32KE Mo I 19KE  536% 2/2/20017 11:39 AM

It was not clear which .exe application file | should click on, so | chose the one with the larger size in hope of it having more
content and capability. It is also possible that the file procexp64.exe is only to be used on 64-bit PCs, so to be on the safe side
for all users, | chose procexp.exe as the preferred application.


https://technet.microsoft.com/en-us/sysinternals/processexplorer.aspx

When | clicked on the larger procexp.exe file name, | got the following display, and based on its recommendation, | clicked in
the box to Extract all:

Compressed (zipped) Folders >

This application may depend on other compressed
| files in this folder.

For the application to run propery, it is recommended
that you first extract all files.

an || o

| then got the following display that asked where | wanted to put the extracted files.
x

Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

C:\Users'ssp\Downloads'\ProcessExplorer] Browse...

Show extracted files when complete

Cancel
| could have changed the destination or browsed for a different destination, but | made a note about the destination selected
for use as explained below, and | clicked in the Extract box.

Process Explorer was previously installed in the selected destination and | got the following display:
" Replace or Skip Files - *

Copying 4 items from ProcessExplorer zip to ProcessExplorer

The destination has 4 files with the same names
+ Replace the files in the destination
2 Skip these files

4 Let me decide for each file

More details
To get the latest file versions, | selected (left-clicked on) the choice to Replace the files in the destination and got the following
display in the destination folder:

Mame Date modified Type Size
|=| Eula.tet 4/24/2017 1:50 PM Text Document 2 KB
@ procexp.chm 4/24/2017 1:50 PM Compiled HTML ... 71 KB
- ¥ procexp.exe 4/24/2017 :50PM  Application 2,648 KB
o &Y procexpfd.exe 4/24/2017 1:50 PM Application 1,419 KB

| right-clicked on the icon for the larger application file and got the following window where | clicked on Pin to taskbar. That

action put the Process Explorer icon ﬂ in the taskbar.
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When to use
As mentioned earlier, whenever | suspect a problem on my computer that may be associated with malware, | left-click on the

Process Explorer icon ﬂ on the taskbar.

That action should result in the following partial display. (If not, see next page) The arrow points to the notation that hash code
has been submitted.
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CPU Private Bytes

B WmPrvSE exe
¥ unsecapp exe

a bl dudl
14,844 K 6304 SmanSaeen wporation
! 10636 K 1008 Host Process for Windows S... Microsoft Coporation
As shown by the arrow below, after a short period following when the code "snapshot" is sent to a number of reviewers, those
reviewers respond and their results are tabulated. When malicious code is reported, the number of reviewers reporting

malicious code is shown in red. In this example below, no malicious code was found.

File Options View Process Find Users Help

d @ =008 % x| ad | 1 L] |[] ]

Process CPU  Private Bytes ~ Working Set  PID  Description Company Name Virus Total
(= [ 7 System 0.07 132K 1.084 K 4
[ 7 Intermupts 019 0K 0K  n/a Hardware Intemupts and DPCs
[ | smss.exe 360K 1008K 440
i 7 Memory Compression 0K 3K 2772
' Csfs.Exe 1.800 K 6376 K 538
(=) 07 wininit exe 1040 K 5264 K 680
£l [ 7 services.axs 3568 K 7892K 812
[= [=|svchost.exe 10,048 K 24752 K 924 Host Process for Windows 5... Microsoft Comporation 60
[ WmiPrvSE.exe 2888 K 10236 K 3176
[ unsecapp exe 1.220K 6392 K 3356
12,044 K 452K
Susp... 33300 K 73196 K
Susp... 47648 K 52,552 K
0.17 27480 K 23228 K 5900 Speech Runtime Executable  Microsoft Corporation
Susp... 11,408 K 18,692 K
[z|smartscreen exe 3568 K 14892 K 932 SmartScreen Microsoft Corporation
[#=]svchost.exe <0.01 5B K 13468 K 1000 Host Process for Windows S... Microsoft Corporation 6D
[= [=|svchost.exe 21588 K 53.024 K 528 Host Process for Windows 5... Microsoft Comporation 6D
[z sihost exe 5864 K 20572 K 4136 Shell Infrastructure Host Microsoft Comoration 0/60
ﬂ]SynTF‘Enh.ene <0.01 5588 K 1,008 K 4208 Synaptics TouchPad 64-bit ... Synaptics Incorporated /58
[#:]taskhostw exe <0.01 13424 K 26576 K 4232 Host Process for Windows T... Microsoft Corporation 0/61
ETowibaServiceStatio... 60.756 K 3384 K 7956 TOSHIBA Service Station TOSHIBA Comaration 0/56



If after left-clicking on the Process Explorer icon ﬂ on the taskbar as described earlier, the display does not show that hash
code has been submitted, left-click on the Options link as shown by the arrow below, then left-click on VirusTotal.com and
Check VirusTotal.com in the box as shown by the red outline. That should produce the screens shown earlier.

i | View Pmcess Fmd ”Users Help-"
\: vRun At Logon :

VirusTotal.cum
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& Replace Task Manager
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How to use

If a significant number of reviewers report malicious code, click on the red link(s) and follow any instructions provided by the
program. Other security programs such as Malwarebytes and Windows Defender or Security Essentials should also be run. If no
malicious code is reported, close Process Explorer and continue what you were doing.



