Malwarebytes

The following information is provided to assist in preparing for Windows 10 installation and
for improving PC efficiency after Windows 10 is installed. It is organized into three sections.
The first section describes actions for PC users who have not previously installed
Malwarebytes. The second section describes actions for setting up Malwarebytes. The third
section describes actions for running Malwarebytes.

Please note that not all computers are the same and software can change from when these
guidelines were prepared in June 2016.

Section 1 - Initial Malwarebytes installation
The following displays images and describes actions for an initial Malwarebytes installation.

Using your favorite browser (e.g., Firefox, Internet Explorer, etc.), enter
http://www.Malwarebytes.org in the address box as shown below, then left-click on the
arrow (—) at the right. That will take you to the Malwarebytes website.

G http://www.malwarebytes.org L~a->|
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When the following display appears on the Malwarebytes website, left-click on the
DOWNLOAD link.

MALWAREBYTES ANTI-MALWARE

Crush malware

We protect you from dangerous threats that antivirus doesn't.

ROWNLOAD
The next screen provides options for different Malwarebytes products. Left-click on the
DOWNLOAD FREE VERSION button

Malwarebytes ForHome  For ducts

You're almost there

Before you download, make sure you are getting the right protection
for your needs

At the bottom of the next screen, Ieﬁ-click on the Run button




Malwarebytes For Home

Thank you!

rial download should have started If it didn't, please cick her

Installation instructions
1. Find installer
100k for the mbam-setup.exe fike in your Downloads fokder (or where you saved 1)

2. Open installer

Double click the file and run the prograr

1. Follow installer instructions
Read the Instructions to complete installation

HELP

Do you want to run or save mbam-setup-2.2.1.1043.exe (21.7 M8) from data-cdn.mbamupdates.com?

Run Swve |v | Cancel

Left-click the OK button on the next screen to select English as the setup language.
@ ?\es‘tezclﬁa :’; I:anguage to use during the

[Engisn )

Left C|ICk the Next button on the following screen to continue the Malwarebytes setup.

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will install Malwarebytes Anti-Malware version 2.2.1.1043
on your computer,

Itis recommended that you dose all other applications and
temporarily disable your antivirus and firewall before
contining.

Click Next to continue, or Cancel to exit Setup.

Leftcllck inside the C|rcle to the left of "I accept the agreement.”

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

MALWAREBYTES B
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS
CAREFULLY BEFORE DOWNLOADING, INSTALLING OR USING
THE MALWAREBYTES SOFTWARE THAT ACCOMPANIES THIS
SOFTWARE LICENSE AGREEMENT OR ANY ACCOMPANYING
DOCUMENTATION (COLLECTIVELY, THE “SOFTWARE").

TUT TEDME AN CONTITIANEG AF TUIE SAETIVADE T I0TNET

I accept the agreement
@) I do not accept the agreement

When | the agreement C|rcle has the dot, left-click the button for Next.

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

MALWAREBYTES -
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS
CAREFULLY BEFORE DOWNLOADING, INSTALLING OR USING
THE MALWAREBYTES SOFTWARE THAT ACCOMPANIES THIS
SOFTWARE LICENSE AGREEMENT OR ANY ACCOMPANYING
DOCUMENTATION (COLLECTIVELY, THE “SOFTWARE").

TUT TEDAE AN CANTITIANE AT TUIE CACTIVADE T I0TNET

© I accept the agreement
1 do not accept the agreement

<Back | Net> | [ cancel |

On the following screen, left-click the Next button.




Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

Malwarebytes Anti-Malware 2.2.1.1043

>

Improvements:

s Context Menu scanning option is now enabled by default. Note if you had this
option disabled previously and want to retain that setting, you must disable again | =
imanually this one time only. Future updates will retain the setting properly

« Improved renewal experience for those who purchased in retail store so that
the original license key is retained post-renewal instead of requiring that a new
key be entered and activated

« Improved End of Trial experience so it is dlear that trial has expired and real-
time protection is no longer available

 Added additional license checks to ensure subscription details are updated as
quickly as possible after a renewal is processed

e+ Updated company and product logos with new logo

« For Premium subscription licenses, removed Renew button from My Account

[ <Bak [ mext> | [ cancel

On the next screen, left-click the button for Next.

Select Destination Location
Where should Malwarebytes Anti-Malware be installed?

‘ Setup will install Malwarebytes Anti-Malware into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

C:\Program Files\Malwarebytes Anti-Malware

Atleast 66.9 MB of free disk space is required.

[ <Bak [ nmext> ] [ cancel |

On the next screen, confirm the box at the bottom-left is checked, then left-click the button
for Next.

Select Start Menu Folder
Where should Setup place the program's shortcuts?

=
'_ l Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Malwarebytes Anti-Malware Browse...

[¥]Don't create a Start Menu folder

[ <Bak [ mext> | [ cancel |

On the next screen, confirm the box at the left is checked, then left-click the button for Next.

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing
Malwarebytes Anti-Malware, then dick Next.

Additional icons:
[¥] Create a desktop icon

<Back |[ Next> | [ cancel

On the next screen, left-click the Install button.



Ready to Install
Setup is now ready to begin installing Malwarebytes Anti-Malware on your
computer,

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\Malwarebytes Anti-Malware

Additional tasks:
Additional icons:
Create a desktop icon

I < Back H Install ][ Cancel ]

The next screen shows the status of the Malwarebytes installation.

Installing
Please wait while Setup installs Malwarebytes Anti-Malware on your computer.

Extracting files...
C:\Program Files\Malwarebytes Anti-Malware\mbamscheduler.exe

==
On the next screen, left-click to uncheck the box to Enable free trial of Malwarebytes Anti-
Malware Premium.

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished installing Malwarebytes Anti-Malware on
your computer, The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

[7] Enable free trial of Malwarebytes Anti-Malware Premium
[¥] Launch Malwarebytes Anti-Malware

When the free trial box is unchecked, left-click the Finish button.
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Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished installing Malwarebytes Anti-Malware on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

[] Enable free trial of Malwarebytes Anti-Malware Premium

[¥] Launch Malwarebytes Anti-Malware

The next screen shows the Malwarebytes DASHBOARD with Malwarebytes software
Checking for updates.



Malwarebytes

ANTI-MALWARE

ACTIVATE

DASHBOARD 6s HISTORY

@ Malwarebytes Anti-Malware (Free)

License

Database Version

Scan Progress

Real-Time Protection

® Malvarebytes Anti-Malare (Free)
® Checkng for updates T
® Not Running

® Avaiable wth Malwarebytes Ant-Malware Premum

Section 2 - Setting up Malwarebytes

Malwarebytes

On the first screen display

——

ANTI-MALWARE

ed by Ma

— X

DASHBOARD SCAN SETTINGS HISTORY

Within

Malwarebytes Anti-

the

Malwarebytes

o General Settings

@ Malware Exclusions
@ Web Exclusions

“4 Detection and Protection
O Update Settings

@ History Settings

& Access Policies

f9¢ Advanced Settings
Within the

n

Malwarebytes

oQ General Settings

0 Malware Exclusions
@Web Exclusions

9 Detection and Protection
O Update Settings

(D History Settings

a Access Policies
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ANTI-MALWARE

ANTI-MALWARE

Malwarebytes Anti-Malware (Free)

License @ Malwarebytes Anti-Malware (Free) Buy Premium »
Database Version ® v2016.05.31.02 Update
Scan Progress @ Not Running

Real-Time Protection ® Avaiable with Malwarebytes Anti-Malware Premium Start Free Trial

ral Sei

DASHBOARD SCAN HISTORY

QQ General Settings

Customize the basic options in Malwarebytes Anti-Malware. Control options such as:
notifications, language, and Windows Explorer integration.

Notifications: Language:

Enabled v English v
Close Notification: Explorer context menu entry:

After 3 seconds v ®) Yes No

—

DASHBOARD

Protection display

ick on

Restore Default Settings

, left-

ACTIVATE

SCAN SETTINGS HISTORY

@ Detection and Protection

Customize detection and protection behavior for Malwarebytes Anti-Malware. These

settings are recommended for advanced users.

Detection Options

“ (’ NSRS

¥| Scan within archives

Malware Protection

[=[EIT

lwarebytes, left-click on the SETTINGS icon El.

Detection and Protection.

click the box to the left of Scan for rootkits.
]

When the Scan for rootkits box is checked, Malwarebytes is ready for a scan to be run.
Left-click the DASHBOARD icon 8.



Section 3 - Running Malwarebytes
If Malwarebytes was previously installed and the Malwarebytes icon &2

Is on the Desktop or

Taskbar, left-click on that icon. When theDASHBOARD screen is displayed, left-click on the
Scan Now button

ANTI-MALWARE

SCAN SETTINGS HISTORY

Malwarebytes Anti-Malware (Free)
License ® Malwarebytes Ant-Malware (Free) Buy Premium »
Database Version ® v2016.05.31.02 Update
Scan Progress @ Not Running
Real-Time Protection @ Avaiable with Malwarebytes Anti-Malware Premium Start Free Trial

Malwarebytes will automatically begin processing functions starting with a Check for
Updates as shown in the I|ne of C|rcles below

Malwarebytes

ANTI-MALWARE

SETTINGS HISTORY

Threat Scan

Check for Pre-Scan Scan for Scan Scan Startup Scan Scan File Heuristic
Updates Operations Rootkits Memory Files Registry System Analysis
Currently Scanning: Checking for updates...

Objects Scanned: [

Time Elapsed: 00:00:02

Detected Objects: 0

[ Cancel

The final function is the Heuristic Analysis, shown below. The number of objects scanned,
time elapsed and the number of possible threats detected are also displayed. If threats are
detected ested action will be |dent|f|ed

ANTI-MALWARE ) Lanhdd o] |

DASHBOARD SCAN SETTINGS HISTORY

[P s Jconcel |
Successful completion of the scan will result in the next display. Left-clicking on the Finish
buttonan closing the application completes the Malwarebytes session.

ANTI- MALWARE
DASHBOARD

Threat Scan completed successfully




